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Thesis

If you have watched my video (https://youtu.be/VHI4dwVbGbl ) and read the accompanying document (
http://igage.com/v/bin/WMDC Win10 CreatorsEdition Fix RevB.pdf ) then you should have some idea that WMDC is
disabled by default in Windows 10 and you have to ‘do some stuff’ to make it work again.

One of the steps in my list of ‘stuff’ is to uncheck the box ‘Enable advanced network functionality’:

USB to PC

Changing the type of USB connection your
device uses can help with problems
connecting ActiveSync.

|Enable advanced network functionality|

When you uncheck the box, instead of using RNDIS the connection is made by a virtual serial port service.

RNDIS is an embedded USB RNDIS host class driver provides a virtual Ethernet link over USB. Remote Network Driver
Interface Standard (RNDIS) is a Microsoft proprietary protocol.

Unchecking the box is easy and results in a working system most of the time.

However, checking the box makes data transfers MUCH more reliable and over 3 times faster in most instances.
The problem with checking the box is most firewalls actively block WMDC.

This document shows how to edit the Windows Defender Firewall to allow WMDC to work.

Getting Started

Disconnect your data collector from your computer.

Check the ‘Enable advanced network functionality’ check box:

(3¢ Enable advanced netwark functionality|
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Plug your data collector into your computer. Wait a while for the network driver to be installed, you can watch for it in
Device Manager under ‘Network Adapters’:

% Device Manager

File Action View Help
s @ ERE

> =@ IDE ATA/ATAP| controllers
> E2 Keyboards

> L] Memory technology devices

> @ Miceand other pointing devices
> [ Monitors

~ & Network adapters

I & Microsoft Windows Mobile Remote Adapter £23 I

eIy LCC D ICr ROopter
7 Realtek PCle GbE Family Controller
[ Realtek RTL8822BE 802.11ac PCle Adapter

If you are not running a firewall or if your firewall already has an exclusion for WMDC then you will be able to start WMDC
and see a connection:

@ Windons Mobike Device Certer - x

€ 5 Mobile Device Settings
Devi ing

T18-2970
' Connected

Lastoync: Today 24791 @

If it can be started, you are done. No need for the rest of this document.

Verify that the problem is your Firewall

In preparation for briefly turning off your firewall, remove your computer from the internet by disconnecting the Ethernet
cable and turning off Wi-Fi.

Turn off the firewall. In “‘Windows Defender’ this can be done by finding the active network:

Windows Security

P Firewall & network protection

Who and what can access your networks.

i}
V) B Domain network
Q Firewall is on.
[ &
= % Private network (active)
Firewall is on.
o
& 3 Public network
ok Firewall is on.

Click on the active network (the blue text):

Windows Defender Firewall

Helps protect your device while on a private network.

€ Private firewall is off. Your device may he vulnerable.

@D or

2 @4 b 0O
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Turn off the Firewall.

Plug your data collector in and start WMDC on your computer desktop. If WMDC starts and connects, then your firewall is
the problem. Continue with the rest of this document. If WMDC does not connect, then there is another issue beyond the
scope of this document.

In either case, turn the firewall back on and connect your computer to the internet again.

Adding Exclusions to Windows Defender for WMDC

From the ‘Firewall & network protection menu’

Windows Security - O X
e . .
) Firewall & network protection
2 Who and what can access your networks. Windows Community videos
o Learn more about Firewall & network
protection

O Ble Domain network

Q Firewall is on. i
Have a question?

| o Get help

= @ Private network (active)

Firewall is on. Who's protecting me?

= Manage providers

% 22 Public network

& Firewall is on. Help improve Windows Security

Give us feedback

Allow an app through firewall Change your privacy settings

Network and Internet troubleshooter . . N
View and change privacy settings

Firewall notification settings for your Windows 10 device.

Advanced settings Privacy settings

Privacy dashboard

Restore firewalls to default
Privacy Statement

&

Click on ‘Advanced settings’

@ Windows Defender Firewall with Advanced Security - [m] *
Eile  Action VWiew Help
e nm = H

ﬂ Windows Defender Firewall wit] SRR R Bt Actions
- sopellules ewBlIAP.dll,-80204 @FirewallAPLdII -80200 Al 2 @3 NewRule... I
» %, Moritoring @A Uoyn Router (TCP-Out) Alljoyn Router Domai... T—rTeErETTITE ,
¥ Allloyn Router (UDP-Out) Allloyn Router
BranchCache Content Retrieval (HTTP-O... BranchCache - Content Retr... Al No 7 Fiterby State ’
BranchCache Hosted Cache Client (HTTP... BranchCache - Hosted Cach... All Ne T Filter by Group 4
BranchCache Hosted Cache Server(HTTP... BranchCache - Hosted Cach... Al No View »
BranchCache Peer Discovery (WSD-Out) BranchCache - Peer Discove...  All Ne
Cast to Device functionality (qWave-TCP... Castto Device functionality Private.. Yes G Refresh
Cast to Device functionality (qWave-UDP... Cast to Device functionality ~ Private.. Yes |z ExportList..
Cast to Device streaming server (RTP-Stre... Cast to Device functionality Private  Ves H Hep
Cast to Device streaming server (RTP-5tre... Cast to Device functionality Domain  Yes
Cast to Device streaming server (RTP-Stre... Castto Device functionality ~ Public ~ Yes v
< >« >
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Click on Outbound Rules, then click on ‘New Rule...’

ﬂ New Qutbound Rule Wizard *
Rule Type
Select the type of firewall rule to create.
Sieps:
& Rule Type What type of rule would you like to create?
@ Protocol and Ports
@ Action O Program
@ Profile Rule that controls connections for a program.
@ Name @ Port
Rule that controls connections for a TCP or UDP port.
(O) Predefined:
@FirewallAP1.dll -80200 ~
Rule that controls connections for a Windows experience.
O Custom
Custom rule.
< Back Ned> || Cancel
Click on Port, then Next
@ New Outbound Rule Wizard X
Protocol and Porls
Specify the protocals and ports to which this nde apphes.
Steps:
@ Rule Type Does this rule apply to TCP or UDP?
@ Protocol and Ports ) ICP
@ Adtion % uDp
@ Profle
@ Name -
Does this rule apply to all remote ports o specific remote ports?
() Al remote ports
(®) Specific remote ports:  |5679
Example: 80. 443, 5000-5010
< Back Cancel

Select UDP; Specific remote port = 5679, then click on Next
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0 New Outbound Rule Wizard *
Action
Specify the action to be taken when a connection matches the conditions specified in the nle.
Steps:
@ Rule Type What action should be taken when a connection matches the specified conditions?
@ Protocol and Ports
) (@ Allow the connection
L 3T This includes connections that are protected with IPsec as well as those are nat.
@ Profile
N (C) Allow the connection if it is secure
@ Hame This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in IPsec properties and rules in the Connection Security
Rule node.
Customize...
() Block the connection
< Back Nest > Cancel
Click on ‘Allow the connection’, then click Next
X

0 New Outbound Rule Wizard

Profile
Specify the profiles for which this rule applies

Steps:
@ Rule Type ‘When does this rule apply?

@ Protocol and Ports
Action Domain

L ]
@ Profie Applies when a computer is connected to its corporate domain.
@ MName Private
Applies when a computer is connected to a private network location, such as a home
or work place
Public

Applies when a computer is connected to a public network location.

< Back Next = Cancel

Select all three domains, then click on Next
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0 New Outbound Rule Wizard

Name

Specify the name and description of this rule.

Steps:
@ Rule Type
@ Protocol and Ports

@ Action

@ Profle Name:
WMDC_Used

@ Name
Description {optional):

<Back |[ Enmsh || Cancel
5 g 2 H H
Enter an appropriate name “WMDC_User” then click on Finish.
Next add a new Inbound Rule:
P Windous Defender Firewall with Advanced Security - o x
File Action View Help
Inbound Rules [ Actions
Name Group B Profile aha B
Xy Connection Security Rules || (3 spotify.ece Private
> &, Monitoring ) sporiy.exe private - Yes 7 Fiter by Profie »
ﬁ @FirewallAPI.dIl,-80201 @FirewallAP|.dIl,-80200 Al Yes
@ ©FirenallaPl.di,-0208 ©FirewallAPLdll,-20200 Al Yes 7 Filterby State 4
@ Allioyn Router (TCP-In) Allioyn Router Domai.. Yes T Fiterby Group. »
0 Alloyn Router (UDP-In) Allioyn Router Domai.. Yes View »
BranchCache Content Retrieval (HTTP-In)  BranchCache - Content Retr.. Al Ne acireh
BranchCache Hosted Cache Server (HTTP... BranchCache - Hosted Cach. Al No G Refres
BranchCache Peer Discovery (WSD-In) BranchCache - Peer Discove.. Al No |z Export List..
0 Cast to Device functionality (qWave-TCP... Castto Device functionality  Private.. Ves H Hep
1 Cast to Device functionality (qWave-UDP... Castto Device functionality  Private.. Ves
€ Cast to Device SSDP Discovery (UDP-In)  Castto Device functionality  Public  Yes

< >«

Filter by State

Click on Inbound Rules, then click on New Rule:
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0 MNew Inbound Rule Wizard *

Rule Type
Select the type of firewall nule to create.

Steps:
@ Rule Type What type of rule would you like to create?
@ Protocol and Ports

@ Action O Program
o Profle Rule that controls connections for a program.
L]

Name @) Port
Rule that controls connections for @ TCP or UDP port.

O Predefined:

@Firewall AP dil -20200 w
Rule that controls connections for 8 Windows experience.

O Custom
Custom rule.

< Back Mext = Cancel

Click on ‘Port’, then click on Next

0 MNew Inbound Rule Wizard *

Protocol and Ports
Specify the protocols and ports to which this rule applies

Steps:
@ FRule Type Does this rule apply to TCP or UDP?
@ Protocol and Ports (® ICP
@ Action O upp
@ Profile
N,
@ Mame Does this rule apply to all local ports or specific local ports?
() All local ports
® Specific local ports: 990,999,5678,5679,5721,26675|

Example: 80, 443, 5000-5010

< Back Next = Cancel

Select ‘TCP’; enter these ports “990,999,5678,5679,5721,26675”, click Next
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0 MNew Inbound Rule Wizard *

Action
Specify the action to be taken when a connection matches the conditions specified in the nle.

Steps:
@ FRule Type What action should be taken when a connection matches the specified conditions?

@ Protocol and Ports
(@ Allow the connection

L 3T This includes connections that are protected with IPsec as well as those are nat.
@ Profile
N (C) Allow the connection if it is secure
@ Hame This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in IPsec properties and rules in the Connection Security
Rule node.
Customize...

() Block the connection

< Back Mext = Cancel

Click ‘Allow the connection’, click on Next

0 MNew Inbound Rule Wizard *

Profile
Specify the profiles for which this rule applies

Steps:

@ Rule Type ‘When does this rule apply?
@ Protocol and Ports
@ Action Domain

Applies when a computer is connected to its corporate domain.

@ Profile
@ Name Private
Applies when a computer is connected to a private network location, such as a home
or work place
Public

Applies when a computer is connected to a public network location.

< Back Next = Cancel

Select all three domains
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0 New Inbound Rule Wizard

Name

Specify the name and description of this rule.

Steps:

@ Rule Type

@ Protocol and Ports

@ Action

@ Profle Name:
WMDC_User

@ Name
Description {optional):

<Back |[ Enmsh || Cancel

Enter an appropriate name, then click ‘Finish’
Unplug your data collector, wait 20 seconds and then plug it back in again.

Start WMDC.
WMDC should connect in high speed NRDIS mode.
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