WMDC + Windows Defender Firewall

Allowing ‘Enable advanced network functionality’ to work. This allows WMDC to work at high speed.

From the ‘Firewall & network protection menu’

Windows Security

) Firewall & network protection

‘Who and what can access your networks.

< Be Domain network

Q Firewall is on.

9@ Private network (active)

Firewall is on.

=1
® 3 Public network
sh

Firewall is on.

Allow an app through firewall
Network and Internet troubleshooter

Firewall notification settings

Restore firewalls to default

&

Windows Community videos

Learn more about Firewall & network
protection

Have a question?
Get help

Who's protecting me?

Manage providers

Help improve Windows Security

Give us feedback

Change your privacy settings
View and change privacy settings
for your Windows 10 device.
Privacy settings

Privacy dashboard

Privacy Statement

Click on ‘Advanced settings’

& Window: Defender Firewall with Advanced Security
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New Rule.

Filter by State
Filter by Group.
View
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Click on Outbound Rules, then click on ‘New Rule...’




ﬂ Mew Qutbound Rule Wizard

Rule Type
Select the type of firewall rule to create.

Steps:
& Rule Type

@ Protocol and Parts
@ Action

@ Profile

L

Name

What type of rule would you like to create ?

O Program

Rule that cortrals connections for a program.
@ Port

Rule that controls connections for a TCP or UDP port.
() Predefined:

@FirewallAP| dll.-80200
Rule that controls connections for a Windows experience

() Custom
Custom nule.

< Back Next = Cancel

Click on Port, then Next

@@ New Outbound Rule Wizard

Protocol and Ports

Steps:
@ Rule Type

# Protocol and Ports
@ Action

@ Profile

@ Name

Specify the protocols and ports to which this rule apples.

Does this rule apply to TCP or UDP?

O xce
® uop

Does this rule apply to al remote ports or specific remote poris?

) Al remote ports
@ Specific remote ports: (5679 ]
Example: 80, 443, 5000-5010

<o |[(het> ][ Conce

Select UDP; Specific remote port = 5679, then click on Next




ﬂ Mew Qutbound Rule Wizard

Action

Specify the action to be taken when a connection matches the conditions specified in the rule.

Steps:

@ Rule Type ‘What action should be taken when a connection matches the specified conditions?

@ Protocol and Parts

(@) Allow the connection
L B This includes connections that are protected with IPsec as well as those are not.
@ Profile
N (O) Allow the connection if it is secure

@ Mame This includes only connections that have been authenticated by using |Psec. Connections
will be secured using the settings in |Psec properties and rules in the Connection Security
Rule node.

(C) Block the conneclion

< Back Next = Cancel

Click on ‘Allow the connection’, then click Next

‘ Mew Qutbound Rule Wizard

Profile

Specify the profiles for which this rule applies.

Steps:

@ Rule Type When does this nule apply?
@ Protocol and Ports

@ Action Domain
@ Applies when a computer is connected to its corporate domain.
]

Profile
Name Private
Applies when a computer is connected to a private network location, such as a home
or work place.
Public

Applies when a computer is connected to a public network location

< Back Next > Cancel

Select all three domains, then click on Next



& Mew Qutbound Rule Wizard x
Name
Specify the name and description of this rule.
Steps:
& Rule Type
@ Protocol and Parts
@ Action
@ Frofie Heame;
WMDC_User
@ Name
Description (optional):
<o
: “ ” H e
Enter an appropriate name “WMDC_User” then click on Finish.
Next add a new Inbound Rule:
@ Windows Defender Firewall with Advanced Security - o x
File Action View Help
| 5@
Name Group -
4. Connection Securiy Rules || (3 spotify.exe Private  Yes
5, Monioring  spatify.exe Private  Ves Fiter by Profile »
@FirewallAPIdi -80201 @FirewallAPLdll-20200 Al Yes
€ ©FirewallAPI dil 60205 @FirewallAPL.dll-80200 Al Yes 7 Fitter by State >
€ Allioyn Router (TCP-in) Allioyn Router Domai.. Yes T Fitter by Group »
@ Alieyn Router (UDP-In) Alloyn Router Domai.. Yes View R
BranchCache (HTTP-In)  BranchCache - Content Retr... Al No B Refrh
BranchCache Hosted Cache Server (HTTP... BranchCache - Hosted Cach... Al No & e
BranchCache Peer Discovery (WSD-In) BranchCache - Peer Discove... All Ne = Export List.
G castto AWave TCP... Castto Private.. Yes Help
0 Castto (qWave-UDP... Castto Private... Ves
€ Cast to Device SSDP Discovery (UDP-In)  Castto Devicefunctionality ~ Public  Ves v
< >« >
Filter by State
Click on Inbound Rules, then click on New Rule:
& New Inbound Rule Wizard x
Rule Type
Select the type of firewall rule to create.
Steps:
& Rule Type What type of rule would you like to create ?
@ Protocol and Parts
@ Action b
@ Profle Rule that controls connections for a program.
@ Name ® Port
Rule that controls connections for a TCP or UDP port.
O Predefined:
@FirewallAP1.dll.-80200
Rule that cortrols connections for a Windows experience
() Custom
Custom nule.
< Back MNext > Cancel

Click on ‘Port’, then click on Next




ﬂ Mew Inbound Rule Wizard

Protocol and Ports
Specify the protocols and ports to which this rule applies.

Steps:

@ Rule Type Does this rule apply to TCP or UDP?

@ Protocol and Ports @® 1CP

@ Action ) UDP

@ Profile

@ Mame Does this nule apply to all local ports or speciiic local ports?

() All local ports
(® Specific local ports: 990,999.5678,5679,5721,26675]
Example: 80, 443, 5000-5010

< Back Next = Cancel

Select ‘TCP’; enter these ports “990,999,5678,5679,5721,26675”, click Next

ﬂ Mew Inbound Rule Wizard

Action

Specify the action to be taken when a connection matches the conditions specified in the rule.

Steps:

@ Rule Type ‘What action should be taken when a connection matches the specified conditions?

@ Protocol and Ports

(@) Allow the connection
L B This includes connections that are protected with IPsec as well as those are nat.
@ Profile
N (O) Allow the connection if it is secure

@ Mame This includes only connections that have been authenticated by using |Psec. Connections
will be secured using the settings in |Psec properties and rules in the Connection Security
Rule node.

(C) Block the conneclion

< Back Next > Cancel

Click ‘Allow the connection’, click on Next



‘ Mew Inbound Rule Wizard

Profile

Specify the profiles for which this rule applies.

Steps:

@ Rule Type When does this nule apply?
@ Protocol and Parts

@ Action Domain
@ Applies when a computer is connected to its corporate domain.
]

Profile
Name Private
Applies when a computer is connected to a private network location, such as a home
or work place.
Public

Applies when a computer is connected to a public network location

< Back Next = Cancel

Select all three domains

‘ Mew Inbound Rule Wizard

Name

Specify the name and description of this rule.

Steps:

@ Rule Type

@ Protocol and Ports

@ Action

& Profile Dame:
WMDC_User

@ Name
Description (optional):

< Back Cancel

Enter an appropriate name, then click ‘Finish’

Unplug your T18, then plug it back in again. WMDC should connect in high speed NRDIS mode.



